Two-Factor Authentication

<For Android users>

1. (Android) Download and open FreeOTP
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2. (Android) Input “Password” and “Confirm Password,” then tap “Done”

Taken backups allow you 1o recover frem data loss and
effortlessly transfer your tokens to a new device

Backups are encrypted using the password provided
below, The security of your backups depends on a
sirong password.

The FreeQ TR security model dictates this pas
CAMMOT be ¢ 1ed at & later time. Please take this
into consideration when choosing a passwand

Token backups allow you to recover from data
effortlessly transfer your tokens to a new device
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Backups are encrypted using the password provided
below. The security of your backups depends on a
strong password.

The Free0TP security model dictates thi

into consideration when choosing a password.

Taken backu over from data loss and
effortlessly transfer your tokens to a new device.

Backups are encrypled using the password provided
below. The security of your backups depends on a
sirong password.

The Free0TP security madel dictates this passwaord
CAMMOT be changed at a later time. Please take this
into consideration when choosing a password.
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/ ey » - b This is a very common password,

Confirm Fassword Confirm Pazsward
Input “Password” @ ©
of your choice /
—
Input the same password
in “Confirm Password”
Tap
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3. (Android) Tap “+”, then tap QR icon on the right

FreeOTP FreeOTP

Welcome to FreeOTP! Welcome to FreeQTP!

Add a token to get started. Add a token to get started.
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4. (Android) Tap “Allow only while using the app”
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5. (PC) Sign-in to Knossos network with your PC browser Click

https://knossos.center.kobe-u.ac.jp/auth/realms/networkid/account/#/

WEAZ = 27)L- 27> KNOSSOS

]
Kobe University Single Sign-on KNOSSO9 [Network ID]
9 Account security &1 application
Control passwords and account Track and manage app
access permissions to access your
account
Signin
Device activity application

6. (PC) Input Network ID and Network Password
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This suthentication form requires Network ID and
Network ID password.

Login ID f Login ID password does not work,
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7. (PC) Click Sign-in
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Kobe University Single Sign-on KNOSSOS [Network 1D]

9 Account security &1 application
Control passwords and account Track and manage app
access permissions to access your

o account
Signin
Device activity application

@

(PC) Click “Authentification application settings (FEAET 7'V 77— a V&E)”
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Account security v
Signin

Signin
: Set your sign-in method.

Device activity
application Basic Authentication

password
Please enter your password to log in.

password
Click
two-factor authentication
- . - . ‘
Authentication appllcatlon Authentication application settings
Please enter the verification code displayed in your verification
application.
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9. (PC/Android) Scan QR code from PC using FreeOTP
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» “One-time code” will be issued

Tap
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10. (PC) Input “One-time code” and “Device Name”

English v

Mobile Authenticator Setup

1. Please refer the following link, if you need to search for evaluated one-

time password generators.
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3. Enter the one-time code provided by the application and dick Submit to

finish the setup.

Provide a Device Name to help you manage your OTP devices.

Time synchronization is important for single sign-on federation. Please
check the time synchronization settings on your device before use. For

details, please refer to the following link.

One-time code |ﬂput “Oﬂe-time COde"

< shown on FrecOTP

Device Name

. oeecencename
of your choice
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Account security v

Signin

Si
i Set your sign-in method.

Device activity

application Basic Authentication
password
Please enter your password to log in. If you are SUCC@SSfLﬂ,
two-factor authentication
password

setup will be listed under

two-factor authentication “Authentication a pplicatio "

Please enter the verification code displayed in your verification
application.

otp Created: January 30,2024
12:48

Authentication application Authentication application settings /
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